




Understanding what personal data is

Understanding when personal data is considered sensitive

Remembering the difference between anonymization and pseudonymizing

Knowing appropriate storage solutions





Article 4(1) GDPR
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Name Address DoB (y/m/d) Height (cm) Religion

Anna Annaston 12, Red Road, Amsterdam 1988 / 8 / 1 156 Atheist

Bob Bobston 10, Blue Lane, Rotterdam 1990 / 9 / 14 167 Muslim

Claire Claireston 188, Violet Alley, Utrecht 1992 / 4 / 10 187 Christian

Dwight Dwightston 56, Yellow Avenue, Breda 1960 / 5 / 5 175 Jewish

Eleanor Eleanorston 78, Green Boulevard, Groningen 1962 / 6 / 1 169 Buddhist

Fred Fredston 666, Orange Drive, Alkmaar 1980 / 7 / 12 177 Pastafarian
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Name Address (city) DoB (y) Height (cm) Religion

Anna Annaston Amsterdam 1988 150-160 Atheist

Bob Bobston Rotterdam 1990 160-170 Muslim

Claire Claireston Utrecht 1992 180-190 Christian

Dwight Dwightston Breda 1960 170-180 Jewish

Eleanor Eleanorston Groningen 1962 160-170 Buddhist

Fred Fredston Alkmaar 1980 170-180 Other
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Anonymize the following statement:
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the processing of personal data in such a manner that the personal data can no longer 
be attributed to a specific data subject without the use of additional information

•

•

•

•



Tokenization



Name Address (city) DoB (y) Height (cm) Religion

Anna Annaston Amsterdam 1988 150-160 Atheist

Bob Bobston Rotterdam 1990 160-170 Muslim

Claire Claireston Utrecht 1992 180-190 Christian

Dwight Dwightston Breda 1960 170-180 Jewish

Eleanor Eleanorston Groningen 1962 160-170 Buddhist

Fred Fredston Alkmaar 1980 170-180 Other

Approximation





Article 5(1)(c) says:

“1. Personal data shall be:

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they

are processed (data minimisation)”

In practice, this means:

a) Data collection and processing should only include as much data as is required to successfully answer 

the research question(s)

• Do I need date of birth, or is year of birth or age also sufficient?

• Income (€35.521,-, or €30.000 - €40.000)

b) Personal data that is no longer needed, should be deleted

• Contact data, financial data, key files, recordings*

Data minimization is not the sport of collecting as few personal data as possible



Personal Sensitive or Special 

Categories Data

• EUR Document Vault (built-in 

encryption)

• EUR Network Drive (password 

protected folder)

• EUR Surf Drive + encryption

Personal Data (non-sensitive) • EUR OneDrive 

• EUR SURFdrive

• EUR SURF Research Drive (for 

collaborations)



• To learn more about the safeguards necessary for publishing data come to 

the talk by Antonio Schettino on Thu Oct. 28!



• Scientific integrity: archive all data

• But:

Source: RDM, Radboud University



Consent (GDPR):

“I agree with the processing of my personal data for research into X and Y”

Consent from respondents makes scientific research legitimate. You have a legal base to collect 

and further process the personal data of your respondents. 

Recital 42 GDPR:

…where processing is based on the data subject’s consent, the controller should be 
able to demonstrate that the data subject has given consent to the processing 
operation.

Written consent or recorded oral consent



Sharing or transferring personal data, what to consider? 

Data collecting agencies (like Dynata)

• Data is not anonymous, but pseudonymized (agency has key file)

➢ Data sharing agreement is not necessary, BUT make sure agency is trustworthy (read T&C’s!)

Collaboration partners (e.g. other universities/research institutes)

• Data protection responsibilities, who is responsible for what part of processing personal data?

• Intellectual property rights, publication rights

• Liability

➢ Data sharing agreement/collaboration agreement with data protection clauses (template available!)

Sponsor (‘opdrachtgever’)

• Sharing data, yes/no? Anonymous/pseudonymized? Informing participants

• Scientific integrity

➢ Overeenkomst voor contractonderzoek + AVCO (template available!)

Translation/transcription services
• Read T&C’s

➢ Non-disclosure agreement (NDA) (templates available!)


